Part I
Best Practices for Promoting Organization-Wide Security Awareness
The state of Oregon commissioned a study indicating that user carelessness constitutes the largest security threat to their respective organizations. The security of organizations and the systems all depends on the employees that use them. Conducting detailed and proper institutional assessments of risk and vulnerable conditions in the organization and proper implementations of secure practices is very fundamental in an organization and relies on shared understanding of the threats detected during the assessment period and the challenges facing the organization and the systems.
An organization should consider how they can embed knowledge of cyber security practices and responsibilities across the entire organization structure. This should range from requiring annual active confirmation of acceptance of terms and conditions of using the network, through training and education programs. Implementation of the best practices and training is for the employees to know, what is expected of them and remain in compliance.
One of the best security practices is the C-Suit involvement. Security an organization requires that everybody in the organization is involved, where everyone feels like a security person from the executive staff to other employees (Christopher, Choo & Dehghantanha, 2017). The staff should understand security as part of their culture. Articulate the security is non-negotiable by updating the vision or organizational objectives so that the people look at them and understand what they should focus on. The benefit of practice is that it keeps every person in the organization at alert of the security threats and reduces the burden put on the security department to deal with security issues, not only the people with security in their title but all the staffs in the organization. It also helps to bring together different diversity of ideas on how these threats can be managed sustainably.
[bookmark: _GoBack]The second ideal security practice for maintaining high level security awareness in an organization is having a Secure Development lifecycle (SDL). This is the process and activities that the organizations agree to perform for each software and system release in the organization. It includes a wide range of things like security requirements, threat modeling and security testing (Korovessis, Furnell, Papadaki & Haskell-Dowland, 2017). It helps educate on how to cub and contain a crisis with all the requirements put in place and functional procedures that have undergone adequate testing, awaiting implementation. The benefit of having Secure Development lifecycle is that helps the organization generate a contingency plan that if functioning and put all the requirements in place, with well tested and functional procedures. This helps in the anticipation of the likely threats and coming up with an elaborate procedure, after training, and putting requirements in place. So, in case of a threat, the employees will be familiar with all the procedures to take and to cub the situation, putting it under control. Developing a contingency plan also helps an organization come up with a backup plan in case one of the plans fails.
Part 2:
A reply to Abdulaziz Almarzoog 
I agree that all the employees should be able to identify threats as stated by Abdulaziz Almarzoog because this will keep all the personnel in alert of the likely threat and report in time before the situation is out of control. Though, given that the personnel will be engaged in the reality of threats, and identifying and addressing issues or concern, can make raising awareness challenging as some approaches depend on invocation of fear to change of behaviors resulting in lack of motivation and ability to meet unrealistic expectations, which may derive from poorly derived security policies.
A reply to Richard Stevenson 
I agree with you Stevenson that security awareness training needs to be a constant process. However, I wish to add that security training is not something that can be done once and forgotten like nothing happened. The program should be carried out consistently and kept running constantly, consisting of an annual training session for all employees, semiannual training sessions and other many training sessions spread throughout the year, with the aim of making security issues always fresh in the mind.
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